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How to Log In to SSO

Logging in to SSO (Orion V2.0) is a simple process that begins by navigating to the SSO login page at:
https://www.tneducation.net OR https://orion.tneducation.net
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Update your password
Slg nin You need to update your password because this is
the first time you are signing in, or because your
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someone@example.com password has expired.

Can't access your account? Current password

Mew password

Confirm password
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don't lose access to your account!

To make sure you can reset your passw

need to collect some info so we can verify who you are. We won't use this to spam you - just to keep your account more
secure. You'll need to set up at least 2 i

tions below.
o Authentication Phone is not configured. Set it up now
o Authentication Email is not configured. Set it up now

o Security Questions are not configured. Set them up now
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https://www.tneducation.net/
https://orion.tneducation.net/
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A This screen appears when accessing the login URL at: https://www.tneducation.net OR https://orion.tneducation.net.
Enter your appropriate SSO credentials provided by the TDOE to access SSO (Orion).

B IF you have never logged in before, OR your password has expired, this screen is where you will update your password
credentials. Remember, if you have never logged on before or just received a welcome email, then the “Current
Password” field will be the temporary password received within your welcome email. If your password expired, then you
will use your current password within the “Current Password” field.

C IFyou have never logged in before, Microsoft’s Active Directory (the authentication system used for the state) requires the
user to enter in multi-factor authentication (MFA) credentials for this system. The user MAY use the same credentials for
the SSO (Orion) V2.0 MFA credentials where applicable.

D MFA credentials screen. IF the user has never logged in before, the user may enter their mobile phone number to receive
via text the authorization code, as opposed to their email which is sourced by Ed-Fi data submitted to TDOE.

E  Use this screen to enter the authorization sent to the user’s email or mobile device.

The navigation portion of SSO V2.0 (This replaces the top toolbar in prior versions).

G The main activity window where the user will commit their actions based upon the navigation icon selected.
*Note: upon logging-in the system defaults to the Application Launcher icon.

-
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How to Open a Tile

In order to open a tile to access an application, the user will need to navigate to the Application Launcher and ensure
they have access to the application. If the user does not have access to the application, then the user needs to fill out
the Application Access Form found on the TDOE website and on the SSO Information page.

1"-'!“_-”,3.-, Application Launcher o Jonathan Young

npaciTH (Beta, THSham Mlicrosoft Dynamics CRM Hub mpact TH (Staging

o e,

Please select the role you want to launch
this application as

For older applications you have to select what
security level you are accessing them with.
Please select a role and click launch
application.

Administrator (State ... ~

Launch Application

A The main activity window where the user will commit their actions based upon the navigation icon selected.
*Note: upon logging-in the system defaults to the Application Launcher icon.
An individual app. Select the tile/icon to open the app in a new tab within the respective browser being used.

[>0)

C  Select the Application Role applicable to the application being accessed. Keep in mind the system auto-populates the data
displayed based upon the user’s access rights within the application itself and not through Orion’s Security Groups
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How to Reset a Password

Resetting a user’s password is multi-step process done within the SSO platform, as well as Microsoft’s Azure Active
Directory (which houses the user’s authentication requirements). First, after entering the user’s email, the user must
submit a request to update their password via the SSO log-in page (as seen below). Next, the user must pass
authentication requirements stored in Azure Active Directory to verify the user is who they say they are. Remember, the
information to verify the user is the data originally provided upon creation of the user’s account (assuming no updates
were made by the user since that time-period).

Once the user passes the Azure Active Directory verification process, follow the on-screen prompts to update password
credentials. Once the user submits the updated credentials within Azure Active Directory, the credentials will be passed
to the SSO platform. The user may now navigate back to the SSO log in page and use the new credentials to log in to the

SSO system.

Depa nt of
. Education
& Education Get back into your account

& jonathan.young @ga.tnedu.gov @ > verification step 2 > choo@

Please choose the first contact method we should use for verificati

Enter password

® Text my mobile phone

Your account or password i # == you don’t
remember YOUr passwo rd % Call my mobile phane
Answer my security guestions

Password

Forgot my password

SSO Log In Azure Active Directory
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How to Access and Use the SSO User Report

The SSO User Report is used to identify the active and inactive users within SSO V2.0. This portion of the SSO platform
currently has security measures in place that only allow district users to see their district information, school users to see
only their school information, and state users to see statewide information. Accessing the SSO User List may be done so

by the SSO User List icon within the navigation pane of the SSO platform.

™| Orion - TDOE Single Sign On X o+

& C @ hitps//ga-orionitneducation.net/report/user?lea=273
[ TDOE- Orion [EE SharePaint Visual Studio - BEP.. ([ dotStafflogin [l TDOE Tools Tennessee Code -L.. (3 Department Direct..  [J] Visual Directory M TDOE Intranet - A ... Sprints - Boards

(] Jonathan Young v

('.;“i rion Manage: Provisioning Report

A You will only be able to view all user role assignments, but if the selected district's data exceeds 500 records you will need to download the data set to view the complete set

ao
Ap s al Education Organizat
Trenton A -
au
Users Reset Searc
S50 User B
Repart

Loading Users

A District Selection Dropdown
*Note: District users may only see district level data, while state users may see statewide data

The User List elements queried. These elements are: Username, Name, Application, Role, Email, Domain/Lea, and Status

C  The function options available within the SSO User List platform. Functions include:
Reset — clears the query and goes back to the original state
Search — a state only function, this feature is for submitting approval of the District selection listed in the District
Selection Dropdown
Download — downloads the query displayed
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